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Toward a charter of fundamental
rights in cyberspace
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Hacia una carta de derechos
fundamentales en el ciberespacio

Gianmario Demuro

SuMARIO: I. Introduccion. II. Desarrollo. III. Reflexiones con-
clusivas.

In 1996, John Perry Barlow opened his Declaration of Indepen-
dence in Cyberspace by stating, “Governments of the Industrial
World, you weary giants of flesh and steel, I come from Cybers-
pace, the new home of Mind. On behalf of the future, I ask you
of the past to leave us alone. You are not welcome among us. You
have no sovereignty where we gather”.

This libertarian vision to the point of anarchy is directly
conflated with the claim of constitutional states to extend their
sovereignty to cyberspace as well, within the limits and in the
forms provided by their constitutions. Although J.P. Barlow’s De-
claration was written with obvious reference to Thomas Jeffer-
son’s Declaration of Independence of the States of America of
July 4, 1776, it nevertheless has significant differences. Foremost
among them is that the creation of a world, or rather a cybers-
pace, into which “all may enter without privilege or prejudice
accorded by race, economic power, military force, or station of
birth” and “where anyone, anywhere may express his or her be-
liefs, no matter how singular, without fear of being coerced into
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silence or conformity” can truly be maintained without any form
of control. The antidote to the anti-libertarian degenerations of
absolute liberty is to be found in the states. This, Thomas Jeffer-
son, knew well, so much so that the protection of the “self-evi-
dent” truths of the U.S. Declaration of Independence-according
to which “all men are created equal, that they are endowed by
their Creator with certain unalienable Rights, that among these
are Life, Liberty and the pursuit of Happiness” was entrusted to
Governments, thus to the State, certainly not to anarchist liberty.
More specifically, these were democratic governments, “institu-
ted among Men, deriving their just powers from the consent of
the governed”.

However, the outcomes of the inadequate presence of states
in cyberspace does not have merely abstract reflections, affec-
ting only the level of the general theory of law. On the contrary,
the effects are all concrete. The latest report by the Italian As-
sociation for Information Security (CLUSIT) in October 2023,
highlights that between 2018 and the first half of 2023, cyberat-
tacks increased globally by 86 percent and, according to analysis
by “Cybersecurity Ventures”, the cost of cybercrime is projected
to hit an annual $10.5 trillion by 2025.

In short, the problem of security in cyberspace now trans-
cends the boundaries of Information and Communication Tech-
nologies (ICT) and has far deeper and more lasting impacts: it
affects society as a whole and, above all, the protection of funda-
mental rights.

Therefore, precisely with the aim of making cyber-space
permeable to the traditional prerogatives of states to control any
form of power (whether public or private) and to protect fun-
damental rights, an expanded partnership called “Security and
Rights in the CyberSpace” (SERICS) was launched in Italy.

This is an impressive form of collaboration between univer-
sities, public and private research organizations and businesses,
under which the University of Cagliari will be working on the
protection of fundamental rights in cyberspace.

On the merits, assuming that the research will be conducted
through the prism of constitutional law and in light of a multile-
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vel governance perspective involving public and private actors
from the European to the national level, the University of Caglia-
ri research team believes it is essential to answer three research
questions by the end of 2025: What new technologies create new
conflicts between rights? What rights are being violated by the
use of new technologies? Are there new problems arising from
the use of new technologies for which rights do not yet exist?

With regard to the first question, surely the technology that
is having the greatest impact on all aspects of daily life is artifi-
cial intelligence (AI). It is certainly no coincidence that in 2017
China’s State Council issued a Plan for the Development of Ne-
xt-Generation Al to achieve AI supremacy by 2030 through in-
vestments of billions of dollars. It is likewise no coincidence that
the United States, in response to China, has also moved accor-
dingly, with U.S. President Trump, in 2019, signing an executive
order to establish a program called the American Al Initiative.
Moreover, this U.S. commitment to Al implementation has also
been renewed by President Biden who, most recently, in an exe-
cutive order dated Oct. 30, 2023, mandated federal agencies to
implement several provisions concerning Al in various subjects,
including, health care, immigration and housing. Also, the Euro-
pean Commission, as part of European Union digital transforma-
tion strategy, presented a framework proposal for Al regulation
on April 21, 2021 (COM(2021) 206 final). However, problems
remain to be solved.

For example, large digital platforms, which hold an invalua-
ble concentration of economic and social power, are increasingly
using Al systems, and their actions are still not adequately re-
gulated by the Digital Markets Act and the Digital Services Act,
which do not specifically address the use of Al by Big Tech.

With regard to the second question, concerning what rights
are violated by the use of new technologies, the answer is broad
since the more extensive the use that is made of AI the more
fundamental rights could potentially be violated. One thinks of
the consequences that determine the new facial recognition and
video surveillance systems on the protection of privacy, the right
to image and personal identity. In addition, the easy accessibility
of AI to any user with the Internet combined with the machine
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learning capabilities of Al itself make, today, some particularly
insidious phenomena. For example, most recently the U.S., Chi-
na, England, and the EU are taking steps to limit the spread of
deepfakes, i.e., videos altered with faces and voices of famous
people. These, in fact, while hardly likely to pose a serious threat
to the relationship between states (think of fictitious declara-
tions of hostility), nevertheless have an enormous coefficient of
persuasiveness vis-a-vis the population, especially with referen-
ce to Internet users who are less aware of the new and someti-
mes insidious potential of technologies. Consequently, a surgical
dissemination of some fake videos, for example during election
campaigns, could have considerable repercussions on multiple
rights, such as the freedom to vote.

The third question, concerning the possible emergence of
new problems arising from the use of new technologies for which
rights do not yet exist, also cannot be answered concisely. First, a
premise of method is necessary, which is particularly valid if one
approaches the research, as one intends to do, through the prism
of constitutional law. In this regard, any issues that may arise in
the future from the emergence of new and disruptive technolo-
gies will always have to be approached starting from the existing
normative datum within the Constitutions, seeking to enhance it
through classic interpretive techniques, and then going so far as
to modify them only in extreme cases (think of the well-known
issue of the right of access to the Internet within Article 21 Italian
Const.). That being said, certainly the normative datum of im-
plementation of the Constitutions needs updating with respect to
new technologies. This is true both at the national level and, more
importantly, at the European level. The latter, in fact, because of
the extent of cyberspace, is certainly the most appropriate level of
government to provide for legislation that can consistently regu-
late the protection of fundamental rights among European states.
With this in mind, just to give a few examples, it is certainly neces-
sary, as mentioned above, to update the Digital Markets Act and
the Digital Services Act to Big Tech’s use of Al Again, it is crucial
to take action on the General Data Protection Regulation (GDPR),
which protects personal data through a complex system of pro-
tections that is based on “consent”, while, on the other hand, Al
works on the basis of “autonomy decision” (machine learning).
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Clarification of these three research questions will prove use-
ful in understanding what the latest technologies are and how
they impact the protection of fundamental rights. It is clear by
now that many of the fundamental rights classically enshrined in
the Constitutions find their realization in cyberspace. The net,
however, characterizes a place that transcends jurisdictions and
boundaries between states. According to some, e.g., proponents
of so-called cosmopolitan constitutionalism, the solution to the
problem of cyberspace regulation lies in the creation of a “world
federation of states” governed by a kind of “federal constitution”.
This is a vision that must be rejected for two reasons: first, be-
cause it postulates the inadequacy of states, as “slow” and “geo-
graphically limited” for the protection of fundamental rights in
cyberspace; second, much more pragmatic, because it turns out
to be simply unfeasible, mere utopia. In general, therefore, one
should shy away from attempts to implement any form of global
constitutionalism. However, what most realistically approaches
the global regulation of cyberspace and the protection of funda-
mental rights, keeping intact the inalienable primacy of states in
the regulation of law, could be sought in a Charter of Fundamen-
tal Rights of Cyberspace. This should contain an enumeration of
the fundamental rights relevant in cyberspace and, in addition,
should provide a set of minimum rules of conduct that are desig-
ned to protect these fundamental rights. This would clearly be a
soft law instrument without preceptive value. But mind you, that
is not why it would be useless. In fact, the usefulness of the Char-
ter of Fundamental Rights in Cyberspace would lie precisely in
the persuasive force of a set of minimum rules of conduct who-
se observance is the condition for achieving a society, or rather
a cyber-society, that lays its foundations in the affirmation and
respect of fundamental human rights.
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